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Digital fingerprinting schemes are techniques applied to protect the copyright on digital contents. This is sim

ilar to digital watermarking, except that different information such as the user ID is embedded in each distribu

ted digital contents. Thus every sold copy is slightly different from the original data item and unique to its b

uyer. In short, digital fingerprinting schemes are cryptographic methods applied to deter people from redistributi

ng a data item by enabling the original merchant to trace a copy back to its original buyer.  

Motivations: 

However, the known digital fingerprinting schemes have the serious problems: the weak anonymity and the 

weak asymmetry. The first problem is that; when the second illegal distribution occurred, the merchant cannot get 

means that the buyer is a traitor. The second problem is that; if the registration center and the merchant collude, even if 

the buyer is honest, his/her real identity can be revoked. In previous works, a collusion of the merchant and the 

registration center can simply know the buyer’s real identity by using the buyer’s anonymous public key and certificate 

on it. It is undesirable matters in E-commerce. 

Methodology: 

Thus, what we need is “a robust anonymous asymmetric fingerprinting scheme”. First, to achieve a robust asymmetry, 

we use multiple watermarking. We increase in embedding information by two. One is information for tracing a traitor, 

the other is thing for reliable evidence about redistribution. Thus upon finding a redistributed copy, the merchant can 

obtain means to prove to a third party that the buyer redistributed the copy. Next, we introduce secret sharing scheme in 

registration protocol in order to take a robust anonymity. So, in our proposal, the cooperation of more than a certain 

numbers of the registration centers (servers) is necessary for revelation of the buyer’s real identity. Thus if the merchant 

want to know the buyer’s real identity, he/she has to collude many registration centers (servers). As a result, our scheme 

diminishes the chances the merchant knows the buyer’s identity. 

Our Constructions: 

In this paper, we addressed two shortcomings of the previous works. Added to this, we suggested an anonymous 

fingerprinting scheme with a robust anonymity and asymmetry. The two main objectives of this paper were: (1) to point 

out the serious problems of the previous schemes, (2) to propose solution (“digital fingerprinting scheme with a robust 

anonymity and a robust asymmetry) of the problems by using secret share schemes and multiple watermarking.  


